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A BILL
intituled

~ AnActto regulate the processing of personal data in commercial
transactions and to provide for matters connected therewith and
1nc1denta1 thereto. :

ENACTEDby the]Parliamént of Malaysi-a as follows:

.‘PART I
PRELIMINARY
Short title ahd cdmmencément:

1. (1) This Act may be cited as the Personal Data Protect1on
Act 2009 . S

(2) Th1s Act comes ‘into operatlon on a date to be app61nted ;
by the Minister by not1f10at1on in the Gazette, and the Minister
' may appoint different dates for different provisions of this Act. .

Application

2. (1) This Act applies to—
(a) any person who processes; and
(b) any person who has control over or authonzes the
processmg of,

any personal data in respect of commercial transactions.
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(2) - Subject to subsection (1), this Act applies to a person in
respect of personal data if— ‘

(a) the person is established in Malaysia and the personal
data is processed, whether or not in the context of
that establishment, by that person or any other person
employed or engaged by that establishment; or

(b) the person is not established in Malaysia, but uses equipment
in Malaysia for processing the personal data otherwise
than for the purposes of transit through Malaysia.

(3) A person falling within paragraph (2)(b) shall nominate
for the purposes of- this Act a representative estabhshed in
'Malaysm .

“4) For the purposes of subsections (2) and (3), each of the
following is to be treated as established in Malaysia:

' (a) an individual whose physical presence in Malaysia shall
. not be less than one hundred and eighty days in one
calendar year;

" (b) a body incorporated under the Compames Act 1965
- [Act 125];

(c)- a partnership or other unincorporated association formed
under any written laws in Malaysia; and

(d) any person who does not fall within paragraph (a), (b)
or (c) but maintains in Malaysia—

(1) an off1ce branch or agency through wh1ch he
carries on any activity; or :

(ii) a regular practice.

Non-application

3. (1) This Act shall not apply to the Federal Government and
State Governments.

(2) This Act shall not apply to any personal data processed
outside Malaysia unless that personal data is intended to be further
processed in Malaysia.
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Interpretation .
4. In this Act, unless the context otherwise requires—

“credit reporting agency” has the meaning éssigned to it in the
Credit Reporting Agencies Act 2009 [Act ~ ;

“this Act” includes regulations, orders, notifications and other
subsidiary legislation made under this Act;

“register” means the Register of 'Data Users, Register of. Data
User Forums or Register of Codes of Practice;

perSonal data” means any information in respect of commercial
transactions, which— : v

(a) .is being processed wholly or partly by means of equipment
operating automatically in response to instructions given
for that- purpose;

(b) is recorded with the intention that it should Wholly or
_partly be processed by means of such equlpment or -

(c) is recorded as part of a relevant filing system or with
the intention that it should form part ofa relevant f111ng ~
system, '

‘that relates directly or 1nd1rectly to a  data  subject, who is
identified or identifiable from that information or from that and
other information in the possession of a data user, including any

- sensitive personal data and expression of oplmon about the data

subject; but does not include any information that is processed for
the purpose of a credit reporting business: carried on by a credit
reporting agency under the Credit Reportmg Agencies Act 2009;

“sensitive personal data” means any personal data consisting of
information as to the physical or mental -health or condition of a
data subject, his political opinions, his religious beliefs or other
beliefs of a similar nature, the commission or alleged commission
by him of any offence or any other personal data as the Minister
‘may determine by order published in the Gagzette;

“prescribed” means prescribed by the Minister under this Act
and where no mode is mentioned, means prescrrbed by order
. pubhsheds in the Gazette; :



12 Bill

“Advisory Committee” means the Personal Data Protection
‘Advisory Committee established under section 70;

“vital interests” means matters relating to life, death or security
of a data subject; ' '

“Fund” means the Personal Data Protection Fund established
under sectlon 61;

“use”, in relation to personal data, does not include the act of
collecting or disclosing such personal data;

“collect”, in relation to personal data means an act by which
such personal data enters into or comes under the control of a
data user; :

“Ministér” means the Minister charged with the responsibility
for the protection of pcrsonal data; :

“disclose”, in relation to personal data, means.an act by which
- such personal data is made available by a data user;

- “relevant person”, in relation to a data Subject,'h0wsoev'er
- described, means — ' -

(a) in the case of a data subject who is below the age of
eighteen years, the parent, guardian or person who has
parental respons1b111ty for the data subject;.

(b) in the case of a data. subject who is mcapable of managmg
his own' affairs, a person who is appointed by a court to
manage those affairs, or a person authorized in writing
by the data subject to act on behalf of the data subject;
or

(c) in any other case, a person authorized in writing by
the data subject to make a data access request, data
correction request, or both such requests, on behalf of
the data subject;

“authorized officer” means any officer authorized in writing
by the Commissioner under section 110;

“correction” 7in relation to personal data, includes amendment,
- variation, modification or deletion;
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“fequestorf’ ,in relation to a data access request or data correction
request, means the data subject or the relevant person on behalf
of the data subject, who has made the request;

“data processor”, in relation to personal data, means any
person, other than an employee of the data user, who processes
the personal data solely on behalf of the data user, and does not
process the personal data for any of his own purposes; '

~ “processing”, in relation to personal data, means collecting, -
recording, holding or storing the personal data or carrying out any
operation or set of operations on the personal data, including—

(a) the organization, adaptation or alteration of personal
data; ' .

(b) the retrieval, consultation or use of personal data;

.(¢) the disclosure of personal data by transmission, transfer,
dissemination or otherwise making available; or '

(d) the ahgnment combination, correctlon erasure or destructlon '
of personal data;

reglstratlon means the registration of a data user under
~section 16;

“data user” means a person who either alone or jointly or in
common with other persons processes any personal data or has
control over or authorizes the processing of any personal data, -
but does not include a data processor;

“relevant data user”, in relation to—

(a) an inspection, ‘means the data user who uses the personal
~datasystem which is the subject of the 1nspect10n

. (b) a complaint, means the data user spec1f1ed in the
complaint;
(c) an investigation—

(i) in the case of an investigation initiated by a
complaint, means the data user spemfled in the
complaint;

4 (ii) in any other case, means the data user who is the
subject of the investigation;
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" (d) an enforcement notice, means the data user on whom the
enforcement notice is served; :

“credit reporting business” has the meaning ass1gned to it in
the Credit Reporting Agenmes Act 2009; -

“Commlssmner means the Personal Data Protection Commlssmner
appointed under section 47;

~“third -party”, in relation to personal data, means any person -
other than— ‘ ' '
| '(a) a data subject; ‘
(b) a relevant person in relation to a data subject;
(c) a data user; o
(d) a data processor; or

(e) aperson authorized in wrltlng by the data user to process
the personal data under the direct control of the data
user; : :

~ -“relevant filing system” means any set of information relating
to individuals to the extent that, although the information is
not processed by means .of equ1pment operatmg automatlcally-
in' response to instructions given for that purpose, the set of
information is structured, either by.reference to individuals or by.
reference to criteria relating to individuals, in such a ‘way that -
specific information relating to a part1cu1ar 1nd1V1dua1 is readlly_
accessible;

“data subject” means an individual who is the subject.of the
personal data; : : o '

appomted date” means the relevant date or dates, as the case
may be, on which this Act comes mto operation;

“code of practice” means the personal data protection code
of practice in respect of a specific class of data users registered
by the Commissioner pursuant to section 23 or issued by the
Commissioner under section 24;

“commercial transactions” means any transaction of a commercial
" nature, wheth¢r contractual or not, which includes any matters
relatmg to the supply or exchange of goods or services, agency,
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~ investments, financing, banking and insurance, but does not include
a credit reporting business carried out by a credit reporting agency
. under the Credit Reportmg Agencies Act 2009.

Part II
PERSONAL DATA PROTECTION =
Division 1
Persanal Datd Protection'Pfinciples .
~ Personal Data Protection Principles
5. (1) The pro‘cessing' o’f' personal data by a data user shall-
be in compliance with the followmg Personal Data Protectlon
Principles, namely — ~
- (a) the General Principle;
(b) the Notice and Choice Principle;
(c) the Disclosure Principle;
(d) the Security Principle;
(e) the Retentlon Pr1nc1ple

(f) the: Data Integnty Prmmple and
(g) the_Access Principle,

as set out in sections 6, 7, 8, 9, 10, 11 and 12.

" (2) Subject to sections 45 and 46, a-data user who contravenes
subsection (1) commits an offence and shall, on conviction, be
‘liable to a fine not exceeding three hundred thousand ringgit or
- to imprisonment for a term not exceeding two years or to both.

General Principle

6. (1) A data user shall not—

(a) in the case of personal data other than sensitive personal
data, process personal data about a data subject unless
the data subject has given his consent to the processing
of the personal data; or

(b) #h the case of sensitive personal data, process sensitive
personal data about a data subject except in accordance
with the provisions of sectlon 40.
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(2) Notwithstanding paragraph (1)(a), a data user may
process personal data about a data subject 1f the processing is
necessary —

(a) for the performance of a contract to which the data subJect
is a party;

(b) for the taking of steps at the request of the data subject
with a view to entering into a contract; .

(c) for compliance with any legal obligation to which the data
user is the subject, other than an obligation imposed by
a contract;

 (d) in order to protect the vital 1nterests of the data
subject; :
(e) for the administration of justice; or

(f) for the exercise of any functions conferred on any person
by or under any law.

(3) Personal data shall not be processed unless-—

(a) the personal data is processed for a lawful purpose d1rect1y
related to an activity of the data user;

(b ) the processmg of the personal data is necessary for or
. “directly related to that purpose; and -

( ¢) the personal data is adequate but not excessive in relation
to that purpose. '

Notlce and Chorce Prmc1ple

7 (1) A data user shall by wntten notice 1nform a data
~ subject— o

(a) that personal data of the data'subject is being processed
by or on behalf of the data user, and shall provide a
description of the personal data to that data subject;

(b) the purposes for which the personal data is being or is
to be collected and further processed;

(c) of any information available to the data user as to the
source of that personal data;

(d) of the data subject’s right to request access to and to
requedt correction of the personal data and how to
contact the data user with any inquiries or complamts
in respect of the personal data;
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(e) of the class of third parties to whom the data user discloses
or may disclose the personal data;

(f) of the choices and means the data user offers the data
subject for limiting the processing of personal data,
including personal data relating to  other persons who
may be identified from that personal data;

(g) whether it is obligatory or voluntary for the data subject
to supply the personal data; and

(h) where it is obhgato.ryAfor the data subject to supply the
personal data, the consequences for the data subject if
he fails to supply the personal data.

V) ‘,T_h'e notice under subsection (1) shall be given as soon as
practicable by the data user— ‘

(a) when the data subject is first asked by the data user to
provide his personal data;

(b) when the data user first collects the personal data of the
data subject; or

(c) in any other case, before the data user—

(i) uses the personal data of the data subject for a
purpose other than the purpose for Wh1ch the
personal data was collected; or -

(ii) discloses the personal data to a third party.

. (3) ' A notice under subsection (1) shall be in the national and
English languages, and the individual shall be provided with a
~ clear and readily accessible means to exercise his choice, where

necessary, in the national and English languages.

Disclosure Principle

8. Subject to section 39, no personal data shall, without the
consent of the data subject, be disclosed—

(a) for any purpose other than—

(i) the purpose for which the personal data was to be
disclosed at the time of collect1on of the personal .
data; or

(11) a purpose directly related to the purpose referred
to in subparagraph (i); or
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(b) to any party other than a third party ofi the class of third
parties as specified in paragraph 7(1)(e).

‘Security Principle

9. (1) A data user shall, when processing personal data, take
practical steps to protect the personal data from any loss, misuse,

- modification, unauthorized or accidental access or disclosure,
alteration or destruction by having regard—-

(a) to-the nature of the personal data and the harm that

would result from such loss, misuse, modification,

" unauthorized or.accidental access or d1sclosure alteration -
-or destruction; :

(b) to the place or locatron where the personal data is
stored;

(c) to-any security measures incorporated into any' equipment
- in which the personal data is stored; :

(d) to the measures taken for ensuring the reliability, 1ntegr1ty .
and competence of personnel havmg access to the personal :
data; and

( e) to the measures taken for ensurmg the secure transfer of
the personal data.

(2) Where processing of personal data is carried out by a data
processor on behalf of the data user, the data user shall, for the
- purpose. of protecting the personal data from .any loss, misuse,
modification, unauthorized or accidental access or dlsclosure
-alteratlon or destruction, ensure that the data processor—.

{a ) prov1des sufficient guarantees in respect of the technical
and orgamzatmnal security measures governing the
processing to be carried out; and

(b) ‘takes reasonable steps to ensure compliance W1th those
measures.

Retention Principle

10. (1) The personal data processed for any purpose shall
not be kept lohger than is necessary for the fulfilment of that

- purpose.
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(2) It shall be the duty of a data user to take all reasonable
steps to ensure that all personal data is destroyed or permanently
deleted if it is no longer required for the purpose for which it
was to be processed.

Data Integrity Principle

11. A data user shall take reasonable steps to ensure that the
personal data is accurate, complete, not misleading and kept
up-to-date by having regard to the purpose, including any directly
-related purpose, for which the personal data was collected -and
further processed. ' e

Access Principle

12. A data subject shall be given access.to his personal data -
held by a data user and be able to correct.that personal data
where the personal data is inaccurate, incomplete, misleading or
not up-to-date, except where compliance with a request to such
access or correction is refused under this Act.

Division 2
 Registration
Apphcatlon of thls Division

13. (1) This D1v131on shall apply to a data user who belongs
to a class of data users as specified in the order made under
subsection 14(1)

(2) A data user who belongs to a class of data users not
specified in the order made under subsection 14(1) shall comply
- with all the provisions of this Act other than the provisions of
this Division relating to the registration of data users and matters
connected thereto.

Registration of data users

14. (1) The Minister may, upon the recommendation of the
Commissfoner, by order published in the Gazette specify a class -
of data users who shall be requlred to be registered as data users
under this Act. A
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(2) The Commissioner shall, before making his recommendatlon
under subsection (1), consult with— - - :

(a) such bodies representative of data users belonging to that
class; or

(b) such other interested persons.

'Application for registration -

15. (1) A person who belongs to the class of data users as
specified in the order made under subsection 14(1) shall submit
an application for registration to the Commissioner in the manner
and form as determined by the Commlssmner

(2) Evexy apphcauon for reg1strat10n shall be accompanied
with the prescribed registration fee and such documents as may
be required by the Commissioner. '

(3) . The Commissioner may in writing at any time after receiving
~ the application and before it is determined, require the applicant
to provide such additional documents or information w1th1n the
tlme as spec1fled by the: Commissioner.. ‘

(4) If the requirement under subsection 3): is not comphed
with, the application for registration shall be deemed to have been
withdrawn by the applicant and shall not be further proceeded with
by-the Commissioner, but without preJudlce to a fresh apphcatlon
bemg made by the applicant.

Certificate of registration

~ 16. (1) After having given due consideration to an application
under subsection. 15(1), the Commissioner may —
(a) register the applicant and issue a certificate of registration

to the applicant in such form as determmed by the
Commissioner; or

(b) refuse the application.
(2) The certificate of registration may be issued subject to

“such condmons or restrictions as the Commissioner may thmk
fit to impose.
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(3) Where the Commissioner refuses the application for
registration in pursuance of subsection (1), he. shall inform the
applicant by a written notice that the application has been refused
- and the reasons for the refusal. :

(4) A person who belongs to the class of data users as specified
in the order made under subsection 14(1) and who processes personal
data without a certificate of registration issued in pursuance of
paragraph 16(1)(a) commits an offence and shall, on conviction,
be liable to a fine not exceeding five hundred thousand ringgit

or to imprisonment for a term not exceedlng three years or to
both.

Renewal of certificate of registration
17. (1) A data user may make an application for the remewal

of the certificate of registration not later than ninety days before:
the date of expiry of the certificate of reg1strat1on in the manner

~and form as determined by the Commissioner and the application

shall be accompanied with. the prescribed renewal fee. and such
documents as may be required by the Comm1ssmner but no
application for renewal shall be allowed where the apphca’uon is
made after the date of expiry of the certlflcate of reglstrauon

(2) When renewing a certificate of registration,‘the Commissioner
may vary the conditions or restrictions imposed upon the issuance
of the certificate of registration or 1mpose additional conditions
or restrlctlons '

(3) The Commlssmner may refuse to renew a cert1f1cate of -
registration— '

(a) if the data user has failed to comply with any of the :
provisions of this Act;

(b) if the data user has failed to coniply with any conditions
or restrictions 1mposed upon the issuance of the certificate
of registration; or

( c ) if he is satisfied that the data user is unable to continue.
#he processing of personal data in accordance with this
Act. ' o '
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 Revocation of registration

18. (1). The Commissioner may revoke the reg1strat10n of a data
user if the Commissioner is satisfied that—

(a) the data user has failed to comply with any of the
provisions of this Act;

(b) the data user has failed to comply with any conditions or
restrictions imposed upon the issuance of the certificate
of registration;

(c) the issuance of the certificate of registration was induced
by a false representation of fact by the data- ‘user; or

( d) the data user has ceased to carry on the processing of ‘
personal data.

. (2) Notwithstanding subsection (1), the Commissioner shall not
revoke the registration of a data user unless the Commissioner
is satisfied that, after giving the data user an opportunity of
making any representation in writing he may wish to make, the
reglstratlon should be revoked. -

-(3) Where the reg1strat10n of the data user is revoked, the
Commissioner shall issue a notice of revocation of reg1strat10n to
the data user, and the certificate of registration issued in respect
of such registration shall have no effect upon service of the notice
of revocation of registration.

(4) A data user whose registration has been revoked under
_ this section and who continues to process personal data thereafter
* commits an offence and shall, on conviction, be liable to a fine -
not exceedmg five hundred thousand ringgit or to imprisonment
for a term not exceedmg three years or to both.

-Surrender of certificate of registration:

19. (1) Where the certificate of registration is revoked in
pursuance of section 18, the holder of the certificate shall, within
seven days from the date of service of the notice of revocation
of registration, surrender the certificate to the Commissioner.

(2) A person who fails to comply with subsection (1) commits
an -offence an%1 shall, on conviction, be liable to a fine not -
exceeding two hundred thousand ringgit or to 1mprlsonment for -
.a term not exceeding two years or to both
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Register of Data Users

20. (1) The Commissioner shall maintain a Register of Data
Users in accordance with section 128.

(2) The Register of Data Users shall contain the names of
data users who have been registered in pursuance of this Division
and any other particulars regarding such data users as may be
determined by the Commissioner.

Division 3
Data user forum and code of practice

Data user forum

21. (1) The Commissioner may designate a body as a data user

forum in respect of a specific class of data users for the purposés

of this Act by notifying that body in writing, if the Comm1331oner :
is satisfied that—

(a) the membership of the body is open to all data users of
- that class; : : :

(f b ) the body is capable of performing as requlred under the
relevant provisions of this Act; and

" (c) the body ha_s a written constitution.

(2) The body shall ‘agree in writitig to be a data user forum
- before .thedesignation is registered by the Comrmssmner in the
Register of Data User Forums. . :

(3) The Commissioner may decide that an existing body
that was previously designated as a data user forum under
subsection (1) is no longer a data user forum for the purposes
of this Act, if he is satisfied that the body no longer .meets the
requirements as set out in that subsection.

(4) Where the Commissioner decides that an existing body
which has been designated as a data user forum is no longer a .
data user forum for the purposes of this Act, he shall withdraw
the demg‘ﬁanon and subsequently cancel the registration of the
desagnatmn in the Register of Data User Forums.
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(5) A designation or withdrawal of designation under this
“section shall take effect from the date of registration of the
- designation or the date of cancellation of the registration of the

designation, as the case may be, or such 1ater date as spec1f1ed
by the Commlssmner

Register of Data User Forums

22. (1) The Commissioner shall maintain a Register of Data -
User Forums in accordance with section 128. :

(2) The Register of Data User Forums shall contain the
names of data user forums which have been designated and
registered in pursuance of this Division and ‘any other particulars
regarding such data user forums as may be determmed by the
Commissioner. '

Code of practice

23. (1) A data user forum may prepare a code of practice—
(a) on its .own initiativév;’ or
(b) upon request by the Comimissioner.
' (2) The data user forum shall, in preparing a code of practice
under subsection (1), consider matters including—

(a) the purpose for the processing 'd_f personal data by the
data user or class of data users;

" (b) the views of the data subjects or groups representing data
subjects;

(c) the views of the relevant regulatory authority, if any, to
which the data user is subject to; and

(d) that the code of practice, upon having regard to all of
the matters in paragraphs (a), (b) and (c) and any other
matters, offers an adequate level of protection for the
persomal data of the data subjects concerned. -
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-(3) The Commissioner may register the code of practice
.prepared pursuant to subsection (1), if the Commissioner is
satisfied that—

(a) the code of practice is conéistent with the provisions of
this Act; and

(b) the matters as set out in subsection (2) have been given
due consideration. -

(4) The code of practice under subsection ‘(1) shall take
effect on the date of registration of the code of practice by the
Commissioner in the Register of Codes of Practice.

(5) If the Commissioner refuses to register the code of practice,
the Commissioner shall notify the relevant data user forum of
’his decision in writing and provide the reasons for it.

(6) If the Commissmner ne1ther registers nor refuses to register
a code of practice within thirty days from the date of receipt of
the code of practice by him. for registration, he shall be deemed
to ha‘ve refused the registration of the code of practice. o

(7) The Commissioner may reglster different codes of practice
- for: different classes of data users.

: (8) The Commissioner and data user shall make available to
- the public any code of practice registered under subsection (3).

Commissioner may issue code of practice

24. (1) The Commissioner may issue a code of practice, if—

(a) a code of practice is not prepared under paragraph
23(1)(a); '

( b) the Comrmssmner is satisfied that a code of practice for
a specific class of data users is unlikely to be prepared
by the relevant data user forum within the period as
specified by the Commissioner; or

(c) ghere is no data user forum to develop the relevant code.
of practice for the class of data users.
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- (2) The ‘Commissioner shall, before issuing a code of practice
under subsection (1), consider matters including—

(a) the purpose for the processing of personal data by the
data user or class of data users;

(b) the views of the data users or groups representing data
users, to which the code of practice is applicable;

(c) the views of the data subjects or groups representing data
subjects;

(d) the views of the relevant regulatory author_ity, if any, to
which the data user is subject to; and

(e) that the code of practice, upon having regard to all of
the matters in paragraphs (a), (b) and (c) and any other
matters, offers an adequate level of protection for the
pérsonal data of the data subjects concerned.

, (3) The Commissioner may issue different codes of practice
for d1fferent classes of data users.

(4) The code of practice issued by the Commissmﬂer ander
subsection (1) shall be registered in the Register -of Codes of
Pract1ce ' .

(5) The code of practice under subsection (1) shall take
effect on the date of registration of the code of practice by the
‘Commissioner.

_ _('6)' The, Commissioner shall make available to fhe pubiic any
“code of practice issued by him under subsection (1). '

Applicable code of practice

25. (1) The Commissibnar shall ensure that there is only one
code of practice registered for a class of data users at a given
time.

.(2) All data users belonging to a class of data users shall comply
with the relevant registered code of practice that is applicable to.
that class of -data users at a given time. .
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(3) Where a code of practice is registered by the Commissioner
under section 23 or 24, the Commissioner shall notify, in such
manner as he may determine, the relevant class of data users to
whom the code of practice is applicable— '

(a) of the identity of the code of practice concerned and the
date on which the code of practice is to take effect;
and '
(b) of the specific requirements under this Act for which the
code of practice is issued and registered.

(4) If there is any uncertainty or ambiguity as to which code
of practice is applicable to a particular data user or class of
data users, the data user or person concerned may apply to the
Commissioner for his op‘inion on which code of practice is the
applicable code of practice in relatlon to the circumstances of
such data user or person.

’(5) ‘The Commissioner shall provide his opinion within thirty
days from the date of receipt of an application made under .
~ subsection (4).

(6) The Commissioner shall, when making his opinion under
subsection (5), take into account any relevant prevmus op1n1ons
if any

(7), The Commissioner may withdraw an opinion made
under this section if the Commissioner is satisfied that the
nature of the activity engaged by the data user has changed
matenally

Revocation, etc., of code of practice

26. (1) The Commissioner may revoke, amend or revise, whether
in whole or in part, any code of practice registered under this
Act—

(a) on his own accord; or

(b) uponan application by the data user forum or such bodies
Tepresenting the data users.
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(2) The Commissioner shall, before revoking, amending_'
or revising a code of practice under subsect1on (1), consult
with—

(a) such data users or bodies representative of data users to
‘which the code of practice shall apply, whether in whole
or in part; and v

(b) such other interested persons,
- as the Commissioner thinks fit.

_ :'(3) Where any code of practice has been revoked, amended
or revised under subsection (1), the Commissioner—

(a) shall enter the particulars of s,'uch revocation, aniendrrient
or revision in the RegiSter of Codes of Practice; and

(b) shall notify the relevant data user forum, class of data
users, data users and the public of such revocation,
-amendment or revision in such manner as may be
determmed by him. -

| 4). The Comm1ss1oner shall make available to the public
- any code of practlce as amended or. rev1sed by him under this
,sectlon

Submlssmn of new code of practice jby data user forum

27 (1) A data user forum may submlt a new code of practice
to replace an existing code of practice.

(2) The new code of practice submitted in pursuance of
subsection (1) shall be subject to the provisions of: this -
Division.

Register of Codes of Practice

28. (1) The Commissioner shall maintain a Register of Codes
of Practice in accordance with section 128.

(2) The Register of Codes of Practice shall contain—

(a) particulars of codes of practice registered under
sectioni23 or 24 and any revocation, amendment or revision
to such codes of practice under section 26; and -
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(b) any opinion made by the Commissioner under .
section 25, including particulars of withdrawal of previous
opinions.

Non-compliance with code of praetice

29. A data user who fails to comply with any provision of the
code of practice that is applicable to the data user commits an
offence and shall, on conviction, be liable to a fine not exceeding
one hundred thousand ringgit or to 1mpnsonment for a term’ not
exceedmg one year or to both.

Division 4
Rights of data subject
v Right of access to personal ‘data

30. (1) An ‘individual is entitled to be 1nformed by a data user
- whether personal data of which that individual is the data. subject
is bemg processed by or on behalf of the data user.

(2) A requestor: may, upon payment of a prescnbed fee make'
‘a data access request in writing to the data user— '

" (a) for information of the data subJect s personal data that is
bemg processed by or on behalf of the data’ user; and’

“(b). to have communicated to him a copy of the personal data
in an intelligible form _

'(3) A data access request. for any information under
subsection (2) shall be treated as a single request, and a data
access request for information under paragraph (2)(a) shall, in the
absence of any indication to the contrary, be treated as extending
also to such request under paragraph (2)(b).

(4) In the case of a data user having separate entries in respect
of personal data held for different purposes, a separate data access
request shall be made for each separate entry.

(5) Where a dath user does not hold the personal data, but
controls the processing of the personal data in such a way as
to prohibit the data user who holds the personal data from
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.complying, whether in whole or part, with the data access request
‘under subsection (2) which relates to the personal data, the first-
mentioned data user shall be deemed to hold the personal data
and the provisions of this Act shall be construed accordingly.

COmpliance with data access request

31. (1) Subject to subsection (2) and section 32, a data user
* shall comply with a data access request under section 3Q not
later than twenty-one days from the date .of recelpt of the data
access request .

2 A data user who is unable to comply W1th a data access’
request within the period specified in subsection (1) shall before
the expiration of that penod—

(a) by notice in writing 1nform the requestor that he is unable
to comply with the data access request within such period
and. the reasons why he is unable to do so; and

(b) com;ﬂy with the data access request to the extent_that he
is able to do so.

(3) Notwithstanding subsection (2), the data user shall comply -
" in whole with the data access request not later than fourteen days
after the expnratlon of the period stipulated in subsectmn (1)

Circumstances where data’ user may refuse to comply with
data access request '

32. (1) A data user may refuse to comply with a data access-
request under section 30 if—

(a) the data user is not supphed with such information as he
may reasonably require—

(1) in order to satisfy himself as to the 1dent1ty of the
requestor; or

(ii) where the requestor claims to be a relevant person,
in order to satisfy himself—

(A) as to the identity of the data subject in
relation to whom the requestor claims to
be the relevant person; and
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(B) that the requestor is the relevant person
in relation to the data subject;

(b) the data user is not supplied with such information as
he may reasonably require to locate the personal data
. to which the data access request relates;

~ (c) the burden or expense of providing access is disproportionate
to the risks to the data subject’s privacy in relation to
the personal.data in the case in question;

(d) the data user cannot comply with the data access request
without disclosing personal data relating to another
individual Who can be identified from that information,
unless—

(i) that other individual has consented to the disclosure
of the 1nformat1on to the requestor; or-

(i1) itis reasonable in all the circumstances to comply
with the data access request without the consent '
of the other individual;

(e) subject to subsection (3), any other data user controls’
the processing of the personal data to which the data
-access request relates in such a way as to prohibit the
first-mentioned data user from complying, whether in
whole or in part, with the data access request;

- (H ,prov1d1ng access would constltute a violation of an order
- of a court; '

( g) providing access would dlsclose confidential commerc1a1
' 1nformat10n or

(h) such access to personal data is regulated by another
law.

(2) In determining for the purposes of subparagraph (1)(d)(ii)
whether it is reasonable in all the circumstances to comply with
the data access request without the consent of the other individual,
regard shall be had, in particular, to—

(a) any duty of confidentiality owed to the other-
individual, :

(b) any steps taken by the data user with a view to Seeking
the consent of the other individual;
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(c) whether the other 1nd1v1dua1 is capable of giving consent;
and

(d) any express refusal of consent by the other individual.

(3) Paragraph (1)(e) shall not operate so as to excuse the
data user from complying with the data access request under .
subsection 30(2) to any extent that the data user can comply
with the data access request without contravening the prohibition
concerned

Notification of refusal to comply with data access request

33. Where a data user who pursuant to section 32 refuses to
comply with a data access request under section 30, he shall, not
later than twenty-one days from the date of receipt of the data
access request, by notice in writing, inform the requestor—

(a)- of the refusal and the reasons for the refusal; and

(b) where paragraph 32(1)( e) is applicable, of the name and -
address of the other data user concerned.

Ri'ght to correct personal data’

34 (1) Where—

(a) a copy of the personal data has been supplied by the
data user in compliance with the data access request
under section 30 and the requestor considers that the
personal data is inaccurate, mcomplete rmsleadmg or
not up-to-date; or :

(b) the data subject knows that his personal data being held
by the data user is inaccurate, incomplete, misleading
or not up-to-date, :

the fequestor or data subject, as the case may be, may make a
data correction request in writing to the data user that the data
user makes the necessary correction to the personal data.

(2) Where a data user does not hold the personal data, but
controls the processmg of the personal data in such a way as
to prohibit thé data user who holds the personal data from
~ complying, whether in whole or in part, with the data correction
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request under subsection (1) which relates to the personal data,
the first-mentioned data user shall be deemed to be the data user
to whom such a request may be made and the provisions of this
Act shall be construed accordingly.

Compliance with data correction request

35. (1) Subject to subsections (2), (3) and (5) and section 36,
. where a data user is satisfied that the personal data to which a
‘data correction request relates is inaccurate, incomplete, misleading
or not up-to-date, he shall, not later than twenty-one days from'
‘the date of receipt of the data correction request—

~(a) make the necessary correction to the personal data;

(b) supply the requestor Wlth a copy of the personal data as
corrected and . .

(c) sub_]ect to subsection (4), where— :

(i) the personal data has been disclosed to a th1rd party.
during the twelve months immediately preceding
the day on which the correction. is made; and

(ii) the datauser has no reason to believe that the third
party has ceased using the personal data for the
purpose, including -any directly related purpose,
for which the personal data was disclosed. to the
third party, '

take all practicable steps to supply the third party with a
copy of the personal data as so corrected accompanied |
by a notice in writing statmg the reasons for the
correction.

(2) A data user who is unable to comply with a data correction
request within the period specified in subsection (1) shall before
the expiration of that period—

(a) by notice in writing inform the requestor that he is unable
to comply with the data correction request within such
period and the reasons why he is unable to do so;
and

(b) c@mply with the data correction request to the extent that
he is able to do so. :
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(3) Notwithstanding subsection (2), the data user shall
comply in whole with the data correction request not later than
fourteen days after the expiration of the period stipulated in
subsecuon (D).

(4) A data user is not required to comply with paragraph (1)(c)
in any case where the disclosure of the personal data to a third party
consists of the third party’s own inspection of a register —

(a) in Wthh the personal data is entered or otherwise recorded;
and

(b) which is available for inspection by the public.

-(5) Where a data user is requested to' correct personal data
under subsection 34(1) and the personal data is being processed
by another data user that isin a better position to respond to the
data correction request— ' :

(a) the first- menuoned data user shall 1mmed1ately transfer
the data correction request to such data user, and notify
the requestor of this fact; and

(b ) sections 34, 35, 36 and 37 shall apply as if the references |
‘therein to a data user were references to such other data
user. :

~ Circumstances where data user may refuse to comply with
data correctmn request

36. (1) A data user may refuse to comply with a data correction
request under sect10n 34 if— :

(a) the data user is not supplied with such information as he
may reasonably require—

(1) in order to satisfy himself as to the identity of the
requestor; or

(ii) where the requestor claims to be a relevant person,
in order to satisfy himself—

(A) as to the identity of the data subject in
relation to whom the requestor claims to

b] .
" be the relevant person; and
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(B) that the requestor is the relevant person
in relation to the data subject;

( b) the data user is not supplied with such information as
he may reasonably require to ascertain in what way
the personal data to which the data correction request
relates is inaccurate, incomplete, misleading or not
up-to-date; :

(c) the data user is not satisfied that the personal data to
. which the data correction request relates is inaccurate,
incomplete, misleading or not up-to-date;

(d) the data user is not ISatisfied that the correction which is'
~ the subject of the data correction request is accurate,
complete, not misleading or up-to-date; or

- (e) subject to subsecuon (2), any other data user controls

the processing of the personal data to which the data

© correction request relates in such a-way as to prohibit

_ the first-mentioned data user from complying, whether
“in Whole .or in ‘part, with the ‘data correction request

(2) Paragr'aphv (1)(e)"sha11 not operate so-as to 'excu‘se the
- data user from complying with subsection 35(1) in relation to
‘the data correction request to any extent -that the data user can
comply with that subsection without contravening the prohibition

- . concerned.

'Notlflcatmn of refusal to comply Wlth data correction
" request

37. (1) Where a data user who pursuant to section 36 refuses
‘to comply- with a data correction request under section 34, he
shall, not later than twenty-one days from the date of receipt
of the data correction request, by notice in writing, inform the
requestor—

(a) of the fefusal and the reasons for the refusal; and

(b) \{vhere paragraph 36(1)(e) is applicable, of the name and
address of the other data user concerned.
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(2) Without prejudice to the generality of subsection (1), where
personal data to which the data correction request relates is an
. expression of opinion and the data user is not satisfied that the
expression of opinion is inaccurate, incomplete, misleading or
not up-to-date, the data user shall—

(a) make a note, whether annexed to the personal data or
+ elsewhere— ~

(1) of the matters in respect of which the expressmn
of opinion is considered by the requestor to
be inaccurate, incomplete, m1slead1ng or not
up-to-date; and : A :

(i) in sucha way that the personal data cannot be used
by any person without the note being drawn to
the attention of and being available for inspection
by that person; and :

(b) attach a copy of the note to the notice referred to in
subsection (1) which relates to the data correction
request. :

(3} In this section, “expression of opinion” includes an assertion
of fact which is unverifiable or in all circumstances of the case
is not practicable to verify. :

(4). A data user who con’traveries subsection (2) commits an
_ offence and shall, on conviction, be liable to a fine not exceedmg
‘one hundred thousand ringgit or to imprisonment for a term not
‘exceedlng one year or to both.

Withdr_aWal of consent to pirocess personal data

38. (1) A data subject may by notice in Writing'withdraw his
consent to the processing of personal data 1n respect of which -
he is the data subject.

(2) The data user shall, upon receiving the notice under
subsection (1), cease the processing of the personal data.

(3) The failure of the data subject to exercise the right conferred |
by subsection ¢1) does not affect any other rights conferred on
him by this Part :
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(4) A data user who contravenes subsection (2) commits an
offence and shall, on conviction, be liable to a fine not exceeding
one hundred thousand ringgit or to imprisonment for a term not
exceeding one year or to both.

'Extent of disclosure of personal data

39. Notwithstanding section 8, personal data of a data subject
‘may be disclosed by a data user for any purpose other than the
purpose for which the personal data was to be disclosed at the
~ time of its collectionr any other purpose directly related to that
purpose, only under the following circumstances:.

(a) the data subject has given hlS consent to the
d1sclosure

(b) the disclosure — - -

(i) isnecessary forthe purpose of preventmg or detectmg -
a crime, or for the purpose of investigations;
or

>i1) was required or authorlzed by or. under any law
or by the order of a court; :

(c) the data user acted in the reasonable belief that he had in
law the right to disclose the personal data to the other
person; :

~ (d) the data user acted in the reasonable behef that he would

have had the consent of the data subject if the data

- subject had known of the disclosing of the personal data
and the circumstances of such dlsclosure or =

(e) the disclosure was justified as bemg in the pubhc 1nterest
in circumstances as determined by the Minister.

Processing of sensitive personal data

40. (1) Subject to subsection (2) and section 5, a data user shall
not process any sensitive personal data of a data subject except
in accordance with the following conditions:

(a) the data subject has given his explicit consent to the
processing of the personal data;
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(b) the processing is necessary —

(1) for the purposes of exercising or performing any
right or obligation which is conferred or imposed
by law on the data user in connection with
employment;

(i) in order to protect the vital interests of the data
subject or another person, in a case where—

(A) consent cannot be given by or on behalf
of the data subject; or

(B) the data user cannot reasonably be expected to
~ obtain the consent of the data subject;

(iii) in or'der to protect the -vital interests of another
person, in a case where consent by or on behalf
of ‘the data subject has been unreasonably
withheld; '

'(iv) for medical purposes and is undertaken by —
(A) a healthcare professional; or

(B) a person who i in the circumstances owes a
duty of conf1dent1a11ty which is equivalent
to that which would arise if that person
were a healthcare professional;

(v) for the purpose of, or in connectlon W1th any legal
) proceedings;

+(vi) for the purpose of obtaining legal advice;

(v11) for the purposes of establishing, exer01s1ng or -
" defending legal rights;

(vin) for the administration of justice;

~ (ix) forthe exercise of any functions conferred on any
person by or under any written law; or

(%) for any other purposes as the Minister thinks fit;
or

( c) the information contained in the personal data has been
-made public as a result of steps deliberately taken by
the data subject.
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- (2) The Minister may by:.order published in the Gazette

exclude the application of subparagraph (1)(b)(i), (viii) or (ix)
in such cases as may be specified in the order, or provide that,
in such cases as may be specified in-the order, the condition
in subparagraph (1)(b)(i), (viii) or (ix) is not to be regarded as
satisfied .unless such further conditions as may be specified in
the order are also satisfied. '

(3) A person who contravenes subsection (1) commits an
offence and shall, on conviction, be liable to a fine not exceeding
two hundred thousand ringgit or to 1mpr1sonment for a term not
exceeding two years or to both.

C)) FOJ; the purposes of this section—

“medical purposes” includes the purposes .of preventive
medicine, medical diagnosis, medical research, rehabilitation
and the provision of care and treatment and the management of
healthcare services;

“healthcare services” has the meaning assigned‘ to it in the
. Pr1vate Healthcare Facilities and Services Act, 1998 [Act 586];

“healthcare professional” means a medical pract1t1oner dental
practitioner, pharmacist, clinical psychologist, nurse, midwife,
medical assistant, physiotherapist, occupational therapist and other
allied healthcare professionals and any other person involved in
the giving of medical, health, dental, pharmaceutical and any
other healthcare services under the jurisdiction of the Ministry
of Health.

Repeated collection of personal data in same circumstances

41. (1) Where a data user—

(a) has complied with the provisions of the Notice and Choice
Principle under section 7 in respect of the collection of
personal data from the data subject, referred to as the
“first collection”; and

(b) on any subsequent occasion again collects personal data |
from that data subject, referred to as the “subsequent
collection”,
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the data user is not required to comply with the provisions of
the Notice and Choice Principle in respect of the subsequent
collecuon if—

(A) to comply with those provisions in respect of that subsequent
collection would be to repeat, in the same circumstances,
what was done to comply with that principle in respect
of the first collection; and

(B) not more than twelve months have elapsed between the.
first collection and the subsequent collection.

(2) For the avoidance of doubt, it is declared that subsection (1)
shall not operate to prevent a subsequent collection from becoming
a first collection if the data user concerned has comphed with the
provisions of the Notice and Choice Principle in respect of the

_subsequent collection.

nght to prevent processing likely to cause- damage or
dlstress

42. (1) Subject to subsection (2), a data subject may, at any
time by notice in writing to a data user, referred to as the “data
subject notice”, require the data user at the end of such period
- as is'reasonable in the circumstances, to— ’

~ (a) cease the processing of or processing for a specified
purpose or. in a specified manner; or

(b) not begin the proceseing of or processing for a specified -
purpose or in a specified manner, ‘
any personal data in respect of Which'he is the data subject if,
based on reasons to be stated by him—

(A) the processmg of that personal data or the processing
-of personal data for that purpose .or in that manner
118" causing- or is likely to cause substantial damage or
substantial distress to him or to another person; and

(B) the damage or distress is or would be unwarranted.

(2) Subsection (1) shall not apply where—

(a) the data subje’ct has given his consent;
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(b) the processing of personal data is necessary—

(1) for the performance of a contract to which the
data subject is a party,

(ii) for the taking of steps at the request of the data
subject with a view to entering a contract;

(iii) for compliance with any legal obligation to which
the data user is the subject, other than an obligation’
imposed by contract; or

(1v) in order to protect the V1ta1 interests of the data
subject; or

‘(c) in such other cases as may be prescribed by the Minister
by order published in the Gazette.

(3)..The data user shall, within twenty one days from the date
of recelpt ‘of - the data subject notice under subsectlon (1), give
the data sub]ect a written notice— :

o a) stating that he has complied or 1ntends to comply with
the data subject notice; or :

(b) statmg his reasons for regarding the data subject notice as -

~unjustified, or to any extent unjustified, and the ‘extent,

_ if any,.to which he has comphed or intends to comply
with it.. :

4 .Where the data subject is dissatisfied with the failure of
the -data user to comply with the data subject notice, whether in
- wholé or in part, under paragraph (3)(b), the data subject may
submit .an-application to the Commissioner to require the data
user to comply with the data subject notice.

(5) Where the Commissioner is satisfied that the application
of the data subject under subsection (4) is justified or justified to
any extent, the Commissioner may require the data user to take
such steps for complying with the data subject notice.

(6) A data user who fails to comply with the requirement of
the Commissioner under subsection (5) commits an offence and
shall, on conviction, be liable to a fine not exceeding two hundred
thousand ginggit or to imprisonment for a term not exceedmg two
years ‘or to both. '
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Right to prevent processing for purposes of direct
marketing '

43. (1) A data subject may, at any time by notice in writing
to a data user, require the data user at the end of such period
as is reasonable in the circumstances to cease or not to
begin processing his personal -data for purposes of direct
marketmg

(2) Where the data subject is dissatisfied with the failure of the
data user to comply with the notice, whether in whole or in part,
-under subsection (1), the data subject may submit an application
to the Commissioner to require the data user to comply with the
notice.

'(3) Where the Commissioner is satisfied that the application
of the data subject under subsection (2) is justified or justified to
any extent, the Commissioner may require the data user to take
such steps for complymg with the notice.

(4) A data user - who fails to comply with the requiremerit of

- the Commissioner under subsection (3) _commitsanloffence_and'
shall, on conviction, be liable to a fine not exceeding two hundred -
thousand ringgit or to 1mpnsonment for a term not exceedmg two
years or to both. : '

'(5) For the purposes of this section, “direct marketing”
means the communication by whatever means of any advertising
or marketing matenal which- is ‘directed to particular
individuals. -

Record to be kept by data user
44. (1) A data user s_haﬂ keep and maintain a record of any
application, notice, request or any other information relating to

personal data that has been or is being processed by him.

' (2) The Commissioner may determine the manner and form
in which the regord is to be maintained.



Personal Data Protection o 43
PArr 111

EXEMPTION
Exemption

45. (1) There shall be exempted from the provisions of this Act
personal data processed by an individual only for the purposes of .
- that individual’s personal, family or household affairs, including

‘recreational purposes.

(2) Subject to section 46, personal data—
(a) processed for—

(i) the prevent1on or detection of crlme or for the
purpose of investigations;

(ii) the apprehens1on or prosecution of 'offenders or .

(iii) the assessment or collectlon of any-tax or duty or
any. other 1mposmon of a similar nature

‘shall be exempted from the General Pr1nc1p1e Notice
- and Choice Principle, Disclosure Pr1n01p1e and. Access
Pr1nc1p1e and other related prov131ons of this Act;

(b) processed in relation to 1nformat10n of the phys1ca1 or
- mental health of a data subject shall be exempted from
the Access Principle and other related prov1s1ons of this
Act of which- the application of.the prov1s1ons to the
data subject would be likely to cause serious harm to.
the physical or mental health of the data subject or any
other 1nd1v1dua1 .

(c ) processed for prepanng statlstlcs or carrymg out research
shall be exempted from the General Principle, Notice
and Choice Principle, Disclosure Principle and Access
Principle and other related provisions of this'Act, provided
that such personal data is not processed for any other
purpose and that the resulting statistics or the results
of the research are not made available in a form which
identifies the data subject;

(d) that is necessary for the purpose of or in connection with
any order or judgement of a court shall be exempted
%om the General Principle, Notice and Choice Principle,

isclosure Pr1nc1p1e and Access Pr1nc1p1e and other
related provisions of this Act;
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(e)

()
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processed for the purpose of discharging regulatory -
functions shall be exempted from the General Principle,
Notice and Choice Principle, Disclosure Principle and .
Access Principle and other related provisions of this Act
if the application of those provisions to the personal
data would be likely to preJudlce the proper discharge
of those functions; or

processed only for journalistic, literary or artistic purposes
shall be exempted from the General Principle, Notice and
Choice Principle, Disclosure Principle, Retention Principle,

- Data Integrity Principle and Access Principle and other

related provisions of this Act, provided that—

(i). the processing is undertaken with a view to the
publication by any person of the Journahs’uc
literary or artistic material;

(il) the data user reasonably believes that, taking into
~ account the special importance of public interest.
in freedom of expression, the publication would

be in the public interest; and

(iii) the data user reasonably believes that in all the
.circumstances, compliance with the. provision
in respect of which the exemption is claimed
is incompatible with the journalistic, literary or
artistic purposes.

Power to make further exemptions

46. (1) ‘Tﬁe Minister may, upon the recommendation of the
Commissioner, by order published in the Gazette exempt—

(b)

- (a) the applica’tion_ of any of the Personal Data Protection
- Principles under this Act to any data user or class of

data users; or

any data user or class of data users from all or any of

" the provisions of this Act.

(2) The Minister may impose any terms or conditions as he '

thinks fit in respect of any exemption made under subsection (1). -
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(3) The Minister may at any time, on the recommendation of
the Commissioner, by order published in the Gazette, revoke any -
order made under subsection (1).

ParT IV
APPOINTMENT,‘FUNCTIONS AND POWERS OF COMMISSIONER
Appointment of Cdmmissioner

47. (1) The Minister-shall appoint any person as the “Personal
- Data Protection Commissioner” for the purposes of carrying out
the functions and powers assigned to the Commissioner under
this Act on such terms and conditions as he thinks desirable.

(2) The appointment of the Commissioner shall be pubhshed
(in the Gazette.

(3) The Comnjissidner appointed under subsection (1) shall
be a body corporate havmg perpetual successmn and a common
seal :

(4) The Comrmsswner may sue and be sued in his corporate‘
name.’

Furictions of Commissioner
- 48. The CdmmissiOner shall have the foliowirrg functions:

(a) to advise the Minister on the national policy for personal
‘data pro’cectlon and all other related matters

(b) to implement and enforce the personal data protection
laws, including the formulation of operational policies
and procedures;

(c) topromote and encourage associations or bodies representing
data users to prepare codes of practice and to disseminate
to their members the codes of practice for the purposes
of this Act; ,

(d) to cooperate with bodies corﬁorate or government agéhcies
for the purpose of performing his functions;
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(e)

o

. data, including technology, in order to take account any

(g)

(h)

()

(j)

(k).
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to determine in pursuance of section 129 whether any
place. outside Malaysia has in place a system for the
protection of personal data that is substantially similar
to that as provided for under this Act or that serves the
same purposes as this Act;

to undertake or cause to be undertaken research into and
monitor developments in the processing of personal

effects such developments may have on the privacy of -

individuals in relation to their personal data;

to monitor and supervise compliance with the provisions of
this Act, including the issuance of circulars, enforcement
notices or any other instruments to any person;

to promote awareness and dissemination of information
to the public about the operation of this Act;

to liaise and cogperate with persons performing similar
personal data protection functions in any place outside
Malaysia in respect of matters of mutual interest, including
matters concerning the privacy of individuals in relation
to their personal data;

to represent Malaysia through participation in events that

relate to personal data protection as authorized by the
Minister, whether within or outside Malaysia; and

to-carry out such activities -and do such things as are
necessary, advantageous and proper for the administration
of this Act, or such other purposes consistent with this
Act as may be directed by the Minister.

Powers of Commissioner

49. (1) The Commissioner shall have all such powers to do
all things necessary or expedient for or in connection with the
performance of his functions under this Act.

(2) Without prejudice to the generality of subsection (1), the

(a)

powers of the Commissioner shall include the power—

to collect such fees as may be prescribed by the
Minisger;
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(b) to appoint such agents, experts ,‘ consultants or any other
persons as he thinks fit to assist him in the performance
of his functions;

(c) to formulate human resource development and cooperatidn
programmes for the proper and effective performance of
his functions;

(d) to enter into contracts;

(e) to acquire, purchase, take, hold and enjoy any movable
or immovable property of every description for the
performance of his functions, and to. convey, assign,
surrender, yield up, charge, mortgage, demise, transfer
or otherwise dispose of, or deal with such property or
any interest therein vested in him; ' o

(f) to perform such other functions as the Mlmster may
assign from time to time; and

(g ) todo all such things as may be incidental to or consequent1a1
upon the performance of his funct1ons

'Appomtment of Deputy Commlssmners and As51stant
Commlssmners

' 50. (1) The Com_misSioner may, with the approval of the Minister,
from time to time, appoint such number of public officers as
- Deputy Commissioners and such number of persons as Assistant
Commissioners as are necessary to assist the Commissioner in
the performance of his funct1ons and the exercise of his powers

. under th1s Act.

(2) The Deputy Commissioners and Assistant Commissioners
appointed under subsection (1) shall hold office for such periods,
receive such remuneration, allowances or benefits, and shall be
subject to such terms and conditions of service as the Commissioner,
with the approval of the Minister, may determine.

(3) The Deputy Commissioners and Assistant Commissioners
appointed under subsection (1) shall be subject to the supervision,
direction#and control of the Commissioner.
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Appointment of other officers and servants

51. The Commissioner may employ on such terms and conditions
as he thinks desirable such officers and servants as may be
necessary to assist him in the performance of his functions and
the exercise of his powers under this Act.

Loans. and advances to officers and servants

"~ 52. The Com_miss_ioner may grant loans and advarices to the
officers and servants under section 51 for such purposes and-on
such terms and conditions as the Commissioner may determine.

Tenuré of office

53. Subject to such conditions as may be specified in his instrument
. of appointment, the Commissioner shall, unless he sooner resigns
- or vacates his office or his appomtment is sooner revoked, hold

office for a term not exceeding three years and may be ehglble
. for reappointment. : :

-Revocation’ of app()‘intmént and 'resignatidn

54. (1) The Minister may at any time revoke the appointment of the
Commiissioner and shall state the reason for such revocation.

(2) The Commissioner may at any time resign his office by
g1v1ng a written notice addressed to the Minister fourteen days
pnor to the intended date of re51gnat10n -

Temporary exerc1se of functlons and powers of
Commissioner '

55. (1) The Minister may temporarily appoint a Deputy
Commissioner to perform the functions and powers of the
Commissioner for the period when—

(a) the Commissioner is by reason of illness, leave of absence
or any other cause unable to perform his functions for
any substant1a1 period; or

( b) the off1ce of the Commissioner is vacant.
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(2) A person appointed under subsection (1) shall, during the
period in which he is performing the functions and. exercising
the powers of the Commissioner under this section, be deemed-
to be the Commissioner. ‘

Vacation of office

'56. The office of the Commissioner shall be vacated —
(a) if he d1es '

(b) if there has been proved against h1m or he has been
convicted of, a charge in respect of—

(1) an offence 1nvolv1ng fraud, dishonesty .or moral
turpitude;

(i1) an offence ‘under any law relating to corruption;
or _ o ' :

. (iti) - any other offence pi‘mi_shable with imprisonment (in

~ itself only or in addition to or in lieu of a fine)

for more than -two'years" ‘

(c) if his conduct whether in connectlon with his dut1es as
a Commissioner or otherwise, has been such as to bring
discredit on the office of the Commlssmner

(d) if he becomes bankrupt

o e) if he is of unsound m1nd or is otherw1se mcapable of
discharging his- dutles :

(f) if his appomtment is revoked by the M1nlster or

(g) if his res1gnat10n is accepted by the M1nlster.

Remuneration and allowances

57. The Commissioner shall be paid such remuneration and
allowances as the Minister may determine after consultation with -
the Minisger of Finance.
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Delegation of Commissidner’s functions and powers

58. (1) The Commissioner -may, subject to such conditions,
" limitations or restrictions as he may think fit to impose, delegate.
any of his functions or powers imposed or conferred upon him
under this Act, except his power of delegation, to the Deputy -
Commissioners or Assistant Commissioners, and any .function
or power so delegated may be performed and exercised by the
officer in the name and on behalf of the Commissioner.

2) The delegation under. subsection (1) shall not preclude the
 Commissioner himself from performing or exerc1smg at' any time
the delegated functions or powers.

Direction by Minister

59. (1) The Commlssmner shall be respon31b1e to the
‘M1n1ster

(2) The Minister may give to the Commissioner directions of
‘a general character conmsistent with the provisions of this Act -
relating to the performance. of the functions and.powers of the
Commissioner and the- Comnussmner shall give effect to such
d1rect1ons

* Returns, reports, accounts and information

- 60. (1). The Commissioner shall furnish to-the Minister and
any such public authority as may be directed by the Minister,
the returns, reports, accounts and information with respect to his
activities as the Minister may require or direct.

(2) Without prejudice to the generality of subsection (1), the
Commissioner shall, as soon as practicable after the end of each
financial year, cause to be made and transmitted to the Minister
and if so directed by the Minister to any other public authority,
a report dealing with the activities of the Commissioner during -
the preceding financial year, and the report shall be in such form
and shall contam such information relating to the proceedings
and policies of the Commissioner as the Minister may specify.
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ParT V
PERSONAL DATA PROTECTION FUND
Establishment of Fund

61. (1) For the purposes of this Act, a fund to be known as the
“Personal Data Protection Fund” is-established. ' '

(2) The Fund shall be controlled mamtamed and operated by
- the Commissioner.

-(3) The Fund shall consrst of —

- (a) such sums.as may be prov1ded by Parliament for the
purposes of this Act from t1me to time;

~(b) fees costs and any other charges imposed by or payable |
to the Comn:ussmner under this Act '

(c) all ‘monies derlved from the sale, disposal, lease ‘hire
“or any other dealings with the movable or immovable
property vested 1n or acqulred by the Commlss1oner

(d) all monies as may be pard to-the Commissioner from tlme
to t1me for loans glven by the Commlssmner and

(e ) all other monies or property wh1ch may in any manner
-become -payable to or vested in the Commissioner in
respect of any matter incidental to his functions and
powers. ' : : '

' Expenditure to be charged on Fund
62. The Fund may be expended for the following purposes:'

(a) paying any expenditure lawfully incurred by the
- Commissioner;

(b) paying any expenses incurred for organizing campaigns,
research, studies and publication of materials for the
grotection of personal data;
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(c) paying the remuneration, allowances, benefits and other
expenses of the Commissioner, Deputy Commissioners,
Assistant Commissioners, members of the Advisory
Committee, members, officers and servants of the Appeal
Tribunal and officers and servants of the Commissioner,
including the granting of loans and advances, superannuation
allowances, retirement benefits and gratuities; ,

- (d) paying any other expenses, expenditure, fees and costs,
including fees for the engagement of consultants, and
legal fees and costs, properly incurred or accepted, or
deemed fit by the Commissioner in the performance of
his functions and the exercise of his powers;"

(e) purchasing or hiring equipment and materials, acquiring
land and any assets, and carrying out any other works
and undertakings in the performance of his functions

. and .the exercise of his powers; and

(f) generally, paying any expenses for carrying into effect
‘the ‘provisions of this Act.

Conservation of Fund

63. It shall be the duty of the Commissioner to conserve the Fund -
by so performing his functions and exercising his powers under
- this Act as to secure that the total revenues of the Commissioner
are sufficient to meet all sums properly chargeable to its revenue
.account, incliiding depreciation and interest on cap1ta1 taking one
year with another.

Reserve fund
64. The Commissioner shall establish and maintain a reserve
fund within the Fund.

Financial year

 65. The financial year of the Commissioner shall begin on
-1 January and énd on 31 December of each year.
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Limitation on contracts

66. The. Commissioner shall not, without the approval of -the
Minister and the .concurrence of the Minister of Finance, enter
into any contract under which the Commissioner is to pay or
receive an amount exceeding two million ringgit. =~

Bank accounts

67. The Commissioner shall open and maintain an account or
accounts W1th such financial institution or financial institutions in
Malaysia as the Commissioner, after consulting with the Minister,
thinks fit; and every such account shall be operated upon as far
as practicable by cheques signed by such persons as may be
authorized by the Minister.

Aéco_imts and audit

 68. The Commissioner shall cause proper accounts to be kept
and maintained in-respect of the Fund and in compliance with
~ the provisions of the Statutory Bodies (Accounts and Annual .
Reports) Act 1980 [Act 240]

Expenditure and 'preparatibn of estimates

69. (1) The expenditure of the Commissioner up to such amount
‘as may be authorized by.the Minister for any one year shall be
defrayed out of the Fund.

(2) Before 1 June of each year, the Commissioner shall submit
to the Minister an estimate of the expenditure for the following
year in such form and containing such particulars as the Minister
may direct.

(3) The Minister shall, before 1 January of the following year,
' notify the Commissioner of the amount authorized for expenditure
_generally or of the amounts authorized for each description of
expenditufe based on the estimate prepared under subsection (2).
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(4) The Commissioner miay at any time. submit to the Minister
a supplementary estimate of its expenditure for any one year and
the Minister may allow the whole or any part of the additional
expenditure to be included in the supplementary estimate.

Part VI
PERSONAL DATA PROTECTION ADVISORY COMMITTEE
Establishment of . AdVi'sory ‘Comimittee

70. There is: estabhshed a Personal Data Protectlon Adv1sory
Committee.

Functiens' of Advisory Committee
71. (1) The functions of the'AdVi‘sory Comimittee shall be—

~ (a) to advise the Commissioner on all matters relating to
personal data protection, and the due adrmmstratlon and
enforcement of this Act; and :

(b) to.advise the Commissioner on any matter referred by-
him to the Advisory Committee. - :

2) The Commssmner shall not be bound to act upon ‘the
'adv1ce of the Adv1sory Committee.

Members of Advisbry Committee

72. The AdV1sory Committee shall consist of the followmg
members to be appomted by the M1n1ster :

(a) a Chairman;
(b). three members from the public sector; and -

(c) at least seven but not more than eleven other members.
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